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1.0 PURPOSE  

This Standard Operating Procedure (SOP) describes the management and maintenance of the study 

database from database launch until database lock to ensure accurate, reliable, complete, and secure 

electronic data. 

2.0 SCOPE  

This SOP is applicable to all studies databases managed at the site (Erie Shores Health Care) and to those 

personnel responsible for management and maintenance of studies databases, unless otherwise stated 

in the study contract or Data Management Plan. 

3.0 RESPONSIBILITIES  

The Sponsor-Investigator or Qualified Investigator (QI)/Investigator, Data Management personnel and IT 

Systems Support personnel (when applicable) are responsible for ensuring that the processes involved in 

all database maintenance and management meet all the applicable regulatory, International Conference 

on Harmonization (ICH) Good Clinical Practice (GCP), Sponsor and local requirements. 

Any or all parts of this procedure may be delegated to appropriately trained study team members, but 

remain the ultimate responsibility of the Sponsor, Sponsor-Investigator and/or Qualified Investigator 

(QI)/Investigator. 

4.0 DEFINITIONS 

Computer system: The term computer system applies to the set of computer hardware or other similar 

device by or in which data are recorded or stored and any procedures related to the recording or 

storage of the study database. For example, a computer system may be a mainframe, server, virtual 

server, workstation, personal computer, portable device or a system of computers arranged as a 

network. 

Database: The term database applies to all computer software which is used to format, manipulate or 

control storage of the electronic data for the study. This may be one computer file or a system of files 

which are maintained as the study database. 

Study Database Manual: The repository of information concerning the study data base. User 

Acceptance Testing (UAT): A formal means by which one verifies that the system meets the required 

business functions by emulating normal use conditions. 

See also, “CDISC Clinical Research Glossary, Version 8.0” and “N2 Glossary of Terms”. 
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5.0 PROCEDURE  

5.1 Documentation 

5.1.1. All documentation and record keeping described in the following sections must be maintained as 

part of the study database manual. 

5.2. Change Control  

5.2.1. Clearly document all software information (software name, vendor name, release/version, 

patches) and the database configuration. Keep track of all changes and upgrades.  

5.2.2. Clearly document all hardware information (server, network share, etc) and the hardware 

configuration on which the database resides. Keep track of all changes and upgrades.  

5.2.3. Create and maintain a list of users who have access to the database. If there is restricted access to 

the database, keep track of the access privileges of all users.  

5.2.4. Maintain training logs for data management personnel and for end-users of the database.  

5.2.5. When changes are made to the database structure, follow the relevant steps in the site’s database 

set-up procedures. These steps include, but are not limited to:  

• Update the requirements for data transfers and integration with other systems.  

• Update the data entry screens.  

• Update edit check programs and validation rules.  

• Perform UAT of the changes.  

• Notify and train end users as necessary.  

• Update the study database manual.  

5.3. Data Auditing  

5.3.1. Where possible, establish an electronic audit trail of all modifications and of additions to and 

deletions of entered data. Where an electronic audit trail is not possible, a paper trail documenting all 

modifications, deletions and additions must be maintained, including the date and time, the reason for 

change and initials of the person making the change.  

5.3.2. When data is directly entered into an eCRF, and there is no paper record, the audit trails must be 

computer-generated and time-stamped and must contain:  

• The date and time of the change, addition or deletion.  

• The user making the change, addition or deletion.  

• The reason for the change, addition or deletion.  
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• The old value.  

• The new value.  

5.3.3. Data modifications, deletions and additions requested after database lock and which are outside 

of the audit trail capability must be clearly documented.  

5.3.4. Where possible, an archive of the database before modification should be maintained so that it is 

possible to track the changes electronically. 

5.4. Database Security 

5.4.1. If the database is located on a networked share drive, ensure limited access to the database using 

network accounts or database access accounts. 

5.4.2. Ensure the computer system housing the database is protected with the latest antivirus and anti-

spyware software and that it is in a secure location preferably with limited physical access and protected 

from fire and water damage. 

5.4.3. Create, maintain and document a data loss protection (DLP) process for the database. Database 

backup and recovery must be periodically tested. 

5.5. Interim Release of Data 

5.5.1. Ensure privacy legislation provisions (local, provincial, national, and international as applicable to 

the study) are met within the database for identifiable data (including coded data). 

5.5.2. Refer to your local requirements for the release of data. Maintain appropriate documentation and 

authorizations for access to the requested data. 

5.5.3. Best practice before releasing interim data is to follow the local procedure for database lock. This 

may mean temporarily removing the write access. These steps may include but are not limited to: 

• Notification of sponsor/investigator, 

• Entry and reconciliation of all data received, 

• Reconciliation of SAE’s, 

• Performance of quality control checks, 

• Identification of protocol violations, 

• Completion of all medical coding, and 

• Resolution and quality control of outstanding data queries. 

5.5.4. Ensure the recipient is aware of the regulations regarding the use of linked data. 
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5.5.5. Where necessary, maintain the blinding of the treatment coding in the released datasets. This 

may mean replacing the treatment codes with mock codes or sending the dataset without the treatment 

assignments. 

5.5.6. Maintain a record of the released datasets to include: 

• The data fields in the dataset, 

• The date and time the dataset was created, 

• The person to whom the dataset was released, and 

• Whether or not the recoding of the treatment assignment was implemented. 

5.5.7. If feasible, make a duplicate of the released data set for archiving. Ensure the file specifications 

include the date and time the original released file was created.  

5.5.8. For the transmission of datasets, follow your site’s requirements regarding the transfer of study 

data.  
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